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CLOUD ACCESS ASSESSMENT OVERVIEW

In recent times, Customers have accelerated their digital transformation
journey through greater adoption of the Cloud. As a result, our business
networks have had to change rapidly. We need to ensure that our current
network infrastructures can accommodate increased numbers of remote
workers—and continue to be secure.

As industry leaders of mapping and securing networks, RedSeal is offering
a 30-day remote Cyber Cloud Access Assessment, so that you have the
tools you need to drive your Cyber inventory, compliance, and risk
vulnerability efforts forward. RedSeal’s Cyber Cloud Access Assessment
includes the following actions and outcomes:

1. Review Deployment Goals

A RedSeal Professional Services Engineer will consult with you and your
internal stakeholders to understand your cloud computing environment
and take you through the Cloud Access Assessment service and its
outcomes.

2. Assess Cloud Virtual Network Inventory

To validate whether you have a current and complete inventory of your
cloud network environment, we’'ll review your expected inventory and
compare it to the data the RedSeal platform discovers.

3. Review Cloud Network Map and Access

We'll review the cloud network map created in our platform and demon-
strate how RedSeal shows interconnectivity and access between cloud
networks and devices. Our RedSeal Professional Services Engineer will
review end-to-end access and look for patterns to share in our final
assessment.

4. Present Findings

With the Cyber Cloud Access Assessment complete, we'll create a report
and meet with you to discuss our findings. We'll make sure that you're
aware of any discrepancies between your assumed inventory and what
RedSeal found, plus a review of access found throughout your cloud
network model.
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This RedSeal Cyber Cloud Access
Assessment is highly
recommended for both new and
existing customers without
current cloud licenses from
RedSeal who want to:

3 Discover instances
accessible from the Internet
by network security groups

e Visualize the existing
interconnectivity of their
cloud environment

e Review CIS/STIG controls
and RedSeal Best Practice
Checks for service-chained
(3rd party firewalls) in the
cloud

e  Assess their access paths
in their network, confirming
what's intended and
reviewing what's unexpected

3 Note: this also includes all
of the value from our Cyber
Cloud Inventory Assessment,
which you can review here

30-day remote assessment of
cloud-based networks includ-

ing up to 20 cloud licenses from
one of three RedSeal supported
vendors: Amazon Web Services
(AWS]), Microsoft Azure, or Google
Cloud Platform (GCP).
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https://www.redseal.net/files/Product%20Datasheets/RedSeal-Cyber-Cloud-Inventory-Assessment.pdf

