
RedSeal’s network modeling and risk scoring platform gives you network situational awareness so you can 
quickly contain threats and prevent downstream infections. Our Layer 2 functionality creates a map of your 
Layer 2 environment, including the switch port each device connects to. RedSeal combines this with your 
network’s Layer 3 information, along with your vulnerability scan information, to give you a complete picture 
of any endpoint on the network.  

GAIN SITUATIONAL AWARENESS WITH A LAYER 2 MAP

• See MAC addresses, IP addresses and vulnerability scan data

• Detect un-scanned IP addresses and see gaps in scan coverage

• Ensure up-to-date information by refreshing any portion of the map

RESPOND TO COMPROMISED ENDPOINTS

• Know exactly where your suspicious hosts are located

• Easily identify containment options

• Quickly contain compromised hosts
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